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Details of Personal Data Processing  

Data subjects: Customer personnel 

Business contacts in general 

Other nominated contacts as made available by the Customer 

Types of personal data: Name 

Job title 

Business contact details (such as business address, business email address, 
business phone numbers) 

Any other personal data provided by Customer to Ultima 

Special categories of 
personal data: 

None 

Purpose of processing: IT hardware and software and related services provision 

Nature of processing: IT hardware and software and related services provision. As further set out in the 
body of the Agreement 

Sub processors In respect of: 

1. General Supply, Managed Services, Ultima Support Services, CSP 
Services and AntiSocial Engineer Services: Ultima sub-processors, who 
are not an Ultima Company, are contained in Annex 1 below.  

2. Each Ultima Company at the date of this document is contained in 
Annex 2 below.  Ultima Companies are defined as: Ultima and any 
company, which could be a UK or a non-UK registered entity, that is from 
time to time (a) a holding company of Ultima, (b) a subsidiary of Ultima, 
(c) a subsidiary of a holding company of Ultima, or (d) controlling, 
controlled by, or under common control with, Ultima or any of the 
aforementioned holding companies or subsidiaries. For the purposes of 
this definition the terms “holding company”, “subsidiary undertaking”, 
have the meanings given to them in the Companies Act 2006). 
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Annex 1 - Ultima Additional Sub Processor List 
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Annex 2 - Ultima Companies List 

Ultima Business Solutions South 
Africa Proprietary Limited Just After Midnight Limited Just After Midnight PTE Limited Just After Midnight Proprietary 

Limited 
Just After Midnight Inc. 

Incorporated and registered in 
South Africa with company 
registration number 
2023/853808/07 
 
Registered address:  
c/o Bass Gordon, Suite 1502, 15th 
Floor, Portside, 4 Bree Street, 
Cape Town 8001, South Africa 

An English limited liability 
company incorporated in England 
and Wales with company number 
10307714 
 
Registered address: 
Gainsborough House, Manor Park, 
Reading RG2 0NA, UK 

Incorporated and registered in 
Singapore with company number 
201627568M 
 
 
Registered office:  
39 Pagoda Street, #03-01, 
Singapore 059198  
 

Incorporated and registered in 
New South Wales, Australia with 
company number 33628706178  
 
 
Registered office:  
120-40 Meagher St, Chippendale, 
NSW, Australia 2008 

Incorporated and registered in the 
State of Delaware, United States 
of America with file number 
5974998 
 
Registered office:  
111 Congress Avenue, Suite 500, 
Ausstin, Texas, 78701, USA;  
 

Ultima and the Ultima Companies have team members distributed globally.  
 
Please see our data policies and safeguards section below for more information relating to access of data.   

For all Customers: 

Each applicable Ultima Company has access to the Ultima Business Solutions Limited (“Ultima”) environment (hosted in the UK/EEA) which includes but is not limited to, the Finance 
and CRM platforms and SharePoint environment.  
Each Ultima Company may provide resources, including administrative and operational support, to Ultima and the other Ultima Companies. 
Staff of the applicable Ultima Company may provide professional services, including consultancy and project management services to Ultima’s Customers. 
 

For CSP Support, Ultima Support Services and Managed Services only: 

unless agreed otherwise, Ultima Company employees shall have access to the following in order to provide Services: 
 - ITSM ticket data pertaining to alerting / issues to the infrastructure, including: full names / emails addresses of customer staff, Line Manager full names / job titles, working locations, 

telephone number, IP Addresses and server names/ locations. 
 - Call recordings / logs 
 - Access to Customer Environment/s as contracted. 

Data policies and safeguards: 
All data hosting for core systems (as outlined in Annex 1) shall be in the UK/EEA.  Access to such data by the applicable Ultima or Ultima Company employees (including the remote 
team members), shall be granted, within the confines of Ultima’s Information Security Management System (ISMS) rules (Including PIM, MFA, full encryption and Single Sign on).  
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Data shall not be physically transferred to the applicable Ultima Company (including the remote team members), but access to such data by the applicable Ultima or Ultima Company 
employees (including the remote team members) shall be granted, within the confines of Ultima’s ISMS rules as outlined on our website.  

Ultima has appropriate safeguards including, but not limited to, an intra-group data sharing agreement, as required by Applicable Data Protection Laws1, for the ‘processing’ of personal 
data by the applicable Ultima Company. 

 

 
1 Applicable Data Protection Laws means:  
a) To the extent the UK Data Protection Legislation applies, the laws of the United Kingdom or of a part of the United Kingdom which relates to the protection of personal data.  
b) To the extent the EU GDPR applies, the law of the European Union or any member state of the European Union to which Ultima is subject, which relates to the protection of 
personal data.  
UK Data Protection Legislation means: all applicable data protection and privacy legislation in force from time to time in the UK including: the UK GDPR; the Data Protection Act 
2018; the Privacy and Electronic Communications Directive 2002/58/EC (as updated by Directive 2009/136/EC) and the Privacy and Electronic Communications Regulations 2003 
(SI 2003/2426) as amended. 
EU GDPR means: the General Data Protection Regulation ((EU) 2016/679) 
UK GDPR: has the meaning given to it in section 3(10) (as supplemented by section 205(4)) of the DPA 2018. 
 
 

https://ultima.com/commitment-to-security/

